
TDT4102 Bonus Lecture:
A Threaded Future

Bart Iver van Blokland



Today

● Why do we care about parallel computing?

● How do we write multithreaded code in C++?

● What are problems that can be encountered 
when writing multithreaded code?
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Parallel processors are everywhere..
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Why parallel computing?

● Multicore processors are ubiquitous 
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Why parallel computing?

● Multicore processors are ubiquitous 
● Needed to fully utilise all cores of a processor
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● Improving single core performance linearly requires an 
exponential number of transistors

● At some point it becomes worth it to spend those 
transistors on multiple independent cores instead
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Pentium III Pentium 4 Pentium D

Core 2 Duo
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Why parallel computing?

● Multicore processors are ubiquitous 
● Needed to fully utilise all cores of a processor
● Only way for chip manufacturers to improve performance
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Why parallel computing?

● Multicore processors are ubiquitous 
● Needed to fully utilise all cores of a processor
● Only way for chip manufacturers to improve performance
● Some processors are practically useless without it
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RTX 5090

Power consumption (load): 575W

Theoretical performance: 104,800,000,000 Flops
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RTX 3080

Power consumption (load): 320W

Theoretical performance: 29,770,000,000 Flops
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Theoretical performance: 29,770,000,000 Flops
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Theoretical performance: 29,770,000,000 Flops

If you’d do one calculation per second,
the same number of calculations would take:

944 years
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A more realistic workload..

DOOM
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At a resolution of 2560x1440 pixels,
the GPU does all of that 200 times per second.

(and even gets to take short breaks)
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Why parallel computing?

● Multicore processors are ubiquitous 
● Needed to fully utilise all cores of a processor
● Only way for chip manufacturers to improve performance
● Some processors are practically useless without it
● Problem is too large to fit one machine
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Why parallel computing?

● Multicore processors are ubiquitous 
● Needed to fully utilise all cores of a processor
● Only way for chip manufacturers to improve performance
● Some processors are practically useless without it
● Problem is too large to fit one machine
● Can even be useful on single core machines
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Crash Course Parallel Computing

● Using std::thread
● Using OpenMP

Using MacOS? Run ‘brew install libomp’ in a terminal



#include <thread>
#include <iostream>

void doSomething(int a, int b) {
    std::cout << "I’m from another planet." << std::endl;
}

int main() {
    std::thread uselessThread(doSomething, 4, 2);
    uselessThread.join();
    return 0;
}



“join”Thread 0

Thread 1



“join”Thread 0

Thread 1

Thread 0 “joins” Thread 1 

→ Thread 0 waits for Thread 1 to complete and exit.





#include <iostream>
#include <thread>

void doSomething(int* value) {
    for(int i = 0; i < 100000; i++) {
        (*value)++;
    }
}

int main() {
int* sum = new int{0};
std::thread threads[10];
for(int i = 0; i < 10; i++) {
    threads[i] = std::thread(doSomething, sum);
}
for(int i = 0; i < 10; i++) {
    threads[i].join();
}
std::cout << "Sum: " << *sum << std::endl;
return 0;

}  What is the value of sum?



131571
116638
113056
121983
170546
124298
127607
170724



Cache



Core 0 Core 1 Core 2 Core 3

Registers Registers Registers Registers

L1 Cache L1 Cache L1 Cache L1 Cache

L2 Cache L2 Cache L2 Cache L2 Cache

L3 Cache



Core 0 Core 1 Core 2 Core 3

Registers Registers Registers Registers

L1 Cache L1 Cache L1 Cache L1 Cache

L2 Cache L2 Cache L2 Cache L2 Cache

L3 Cache



Core 0 Core 1 Core 2 Core 3

Registers Registers Registers Registers

L1 Cache L1 Cache L1 Cache L1 Cache

L2 Cache L2 Cache L2 Cache L2 Cache

L3 Cache
Problem: Cache Coherence



Race Condition:

A part of a program whose outcome is 
nondeterministic due to factors outside 

the control of the program itself.



What causes nondeterministic 
results in a race condition?

● Operating System scheduler
● Cache

● And associated cache coherency protocols
● CPU Interrupts
● Variations in accessing RAM memory banks

And more..



Main problem:

Threads can be interrupted 
at any time, in any order.



// SHARED variable
int a = 5;

// thread 0:

a = 3;

if(a < 5) {
a = 2;

}

// thread 1:

if(a == 5) {
a = 1;

} else {
a = 4;

}



// SHARED variable
int a = 5;

// thread 0:

a = 3;

if(a < 5) {
a = 2;

}

// thread 1:

if(a == 5) {
a = 1;

} else {
a = 4;

}



// SHARED variable
int a = 5;

// thread 0:

a = 3;

if(a < 5) {
a = 2;

}

// thread 1:

if(a == 5) {
a = 1;

} else {
a = 4;

}



// SHARED variable
int a = 3;

// thread 0:

a = 3;

if(a < 5) {
a = 2;

}

// thread 1:

if(a == 5) {
a = 1;

} else {
a = 4;

}



// SHARED variable
int a = 1;

// thread 0:

a = 3;

if(a < 5) {
a = 2;

}

// thread 1:

if(a == 5) {
a = 1;

} else {
a = 4;

}



// SHARED variable
int a = 2;

// thread 0:

a = 3;

if(a < 5) {
a = 2;

}

// thread 1:

if(a == 5) {
a = 1;

} else {
a = 4;

}



// SHARED variable
int a = 5;

// thread 0:

a = 3;

if(a < 5) {
a = 2;

}

// thread 1:

if(a == 5) {
a = 1;

} else {
a = 4;

}



// SHARED variable
int a = 3;

// thread 0:

a = 3;

if(a < 5) {
a = 2;

}

// thread 1:

if(a == 5) {
a = 1;

} else {
a = 4;

}



// SHARED variable
int a = 3;

// thread 0:

a = 3;

if(a < 5) {
a = 2;

}

// thread 1:

if(a == 5) {
a = 1;

} else {
a = 6;

}



// SHARED variable
int a = 6;

// thread 0:

a = 3;

if(a < 5) {
a = 2;

}

// thread 1:

if(a == 5) {
a = 1;

} else {
a = 6;

}



// SHARED variable
int a = 6;

// thread 0:

a = 3;

if(a < 5) {
a = 2;

}

// thread 1:

if(a == 5) {
a = 1;

} else {
a = 6;

}



// SHARED variable
int a = 6;

// thread 0:

a = 3;

if(a < 5) {
a = 2;

}

// thread 1:

if(a == 5) {
a = 1;

} else {
a = 6;

}

Consecutive lines!
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What can happen?

● https://en.m.wikipedia.org/wiki/Therac-25 

https://en.m.wikipedia.org/wiki/Therac-25


So how do we solve race conditions?







Semaphore
(mutex)



Shared variable or resource



Thread





Mutex



Threads check lock
before going in



And wait whenever the resource
is occupied by another thread



When multiple threads are waiting,
only one at a time is given access



How do we implement a semaphore?



unsigned int semaphore = 5;



struct semaphore {
    unsigned int count = 1; // 1 makes it a mutex
    void down() { 
        while(count == 0) {}
        count--; 
    }
    void up() { count++; }
};

void increment(semaphore* lock, int* value) {
    lock->down();
    (*value)++;
    lock->up();
}



100
100
100
100
100
99

100
100





CMPXCHG



CMPXCHG

int compareAndSwap(int* location, int old, int new)
{
    int currentValue = *location;
    if (currentValue == old)
        *location = new;
    return currentValue;
}



Atomic Operations



Core 0 Core 1 Core 2 Core 3

Registers Registers Registers Registers

L1 Cache L1 Cache L1 Cache L1 Cache

L2 Cache L2 Cache L2 Cache L2 Cache

L3 Cache



Core 0 Core 1 Core 2 Core 3

Registers Registers Registers Registers

L1 Cache L1 Cache L1 Cache L1 Cache

L2 Cache L2 Cache L2 Cache L2 Cache

L3 Cache

int value = 5;int value = 5;int value = 5;int value = 5;



Core 0 Core 1 Core 2 Core 3

Registers Registers Registers Registers

L1 Cache L1 Cache L1 Cache L1 Cache

L2 Cache L2 Cache L2 Cache L2 Cache

L3 Cache

int value = 5;int value = 5;int value = 5;int value = 5;



Core 0 Core 1 Core 2 Core 3

Registers Registers Registers Registers

L1 Cache L1 Cache L1 Cache L1 Cache

L2 Cache L2 Cache L2 Cache L2 Cache

L3 Cache

int value = 5;int value = 5;int value = 5;int value = 5;



Core 0 Core 1 Core 2 Core 3

Registers Registers Registers Registers

L1 Cache L1 Cache L1 Cache L1 Cache

L2 Cache L2 Cache L2 Cache L2 Cache

L3 Cache

int value = 4;



Core 0 Core 1 Core 2 Core 3

Registers Registers Registers Registers

L1 Cache L1 Cache L1 Cache L1 Cache

L2 Cache L2 Cache L2 Cache L2 Cache

L3 Cache

int value = 4;



Core 0 Core 1 Core 2 Core 3

Registers Registers Registers Registers

L1 Cache L1 Cache L1 Cache L1 Cache

L2 Cache L2 Cache L2 Cache L2 Cache

L3 Cache

int value = 4;



Involves complex interaction between cores.

Result: Expensive instructions

But: No race conditions! (if used properly)



Available atomic operations (x86)

Arithmetic:
ADD, ADC, DEC, INC, NEG, SUB, SBB 

Bitwise:
AND, BTC, BTR, BTS, NOT, OR, XOR

Exchange:
CMPXCHG, CMPXCH8B, XADD



In practice: 

Mutexes in C++



#include <thread>
#include <iostream>
#include <mutex>
#include <atomic>

void increment(std::mutex* lock,
               std::atomic<int>* atomicInt, int* value) {
    // Alternative 1: mutex with normal int
    lock->lock();
    (*value)++;
    lock→unlock();

    // Alternative 2: atomic increment
    (*atomicInt)++;
}



Locks and Atomics are awesome!

All our problems are solved!





Deadlocks



The Dining Philosophers Problem



The Dining Philosophers Problem

Rules:

- Only allowed to 
eat with two forks
- Can only put 
down a fork after 
eating



Locking does not necessarily mean 
no race conditions exist!



#include <thread>
#include <iostream>
#include <mutex>

void increment(int* value) {
    (*value)++;
}

int main() {
    std::mutex lock;
    int value = 0;

    std::thread thread0(increment, &value);

    lock.lock();
    value++;
    lock.unlock();

    thread0.join();

    std::cout << value << std::endl;
    return 0;
}



Finally: 

Thread Architecture and Best Practices



Critical Section: 

A block of code that updates a 
shared resource which should only be 

accessed by one thread at a time

Run in serial: do as little as possible in them



Minimise resources shared between threads

Atomic operations are 
generally faster than mutexes



Summary:

Threads can be interrupted 
at any time in any order.

Use locks and atomics to avoid race conditions.

If you need to use locks, 
minimise the time they are locked.
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Crash Course Parallel Computing

● Using std::thread
● Using OpenMP
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OpenMP - Setup
● MacOS: You may need to run ‘brew install libomp’
● In meson.build:
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